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ONIPEJAEJIEHUSA

B Hacrosiiem 10KyMeHTe UCIOIb3YIOTCA CIEAYIOLINE TEPMUHBI U UX OIPEAEICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOsILAs M3 IEpCOHANa U KOMIUIEKCa
CPECTB aBTOMATH3aLlUH €ro JIeATeIbHOCTH, PeaIn3yromas HHPOPMALMOHHYIO TEXHOIOTHIO BBIIIOJ-
HEHHS YCTAaHOBJICHHBIX (DYHKIUH.

AyTeHTH(UKANHUSA OTHPABHUTES JAHHBIX — IOATBEP)KICHUE TOTO, YTO OTIPABUTENb I1O-
JyYEHHBIX JIaHHBIX COOTBETCTBYET 3as1BJIEHHOMY.

Be3onacHOCTh NepCOHATBHBIX JAHHBIX — COCTOSHUE 3alUIIEHHOCTH EPCOHANBHBIX JaH-
HBIX, XapaKTepHU3yeMoe CIIOCOOHOCTHIO MOJIb30BaTENeH, TEXHUUECKHX CPEICTB U MH(POPMAIIMOHHBIX
TEXHOJIOTMH 00ecneunTh KOH(UAECHIHMATBHOCTD, LEIOCTHOCTh U JIOCTYITHOCTh ME€PCOHAIBHBIX JIaH-
HBIX TIPU X 00pa0bOTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHATIBHBIX JAHHBIX.

BiiokupoBaHHMe NMepCcOHAIBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa, CUCTEeMaTH-
3allMd, HAKOIUIEHUS, WCIOJIb30BAHUSA, PACIPOCTPAHEHUS MEPCOHAJIBHBIX JaHHBIX, B TOM YHCIE HX
nepeaaym.

Bupyc (KOMIbIOTEpHBbIH, NPOrPaMMHbIN) — UCIOJIHIEMBIM MPOrpPaMMHBIA KOJ WU UH-
TepIpPETUPYEMBbIii HAOOp MHCTPYKLMH, 001aJaroIuil CBOMCTBAMH HECAHKIIMOHUPOBAHHOT'O pacIpo-
CTpaHeHHUsl U camoBocrnpousBeaeHusa. Co3gaHHble TyOnMKaThl KOMIIBIOTEPHOIO BUpyCa HE BCerja
COBIAJIAIOT C OPUTHMHAIOM, HO COXPAHSIOT CHOCOOHOCTh K JalbHEHIIEeMy paclpOCTpaHEHHIO U ca-
MOBOCITPOU3BEICHUIO.

BpenonocHasi mporpaMma — rporpaMma, IpeAHa3HadeHHas Uil OCYLIECTBJICHHUS HECaHK-
IIMOHUPOBAHHOTO JIOCTYNA ¥ (MJIM) BO3JIEHCTBUS Ha MIEPCOHATBHBIC TaHHBIE HIIH Pecypchl HH(OpMa-
IIMOHHOM CHUCTEMBbI IEPCOHANBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHMYECKHE CPeICTBA M CHCTeMbl — TEXHUUYECKUE CPEJICTBA U CUCTE-
MBI, HE Ipe/IHa3HaYEeHHbIEe AJIs Nepesiaud, 00paOOTKU U XpaHEHUs! IEPCOHAIBHBIX JJAHHBIX, YCTaHAB-
JIMBA€Mbl€ COBMECTHO C TEXHHYECKMMHU CPEJICTBAMU U CUCTEMAaMH, IIpeIHa3HAYECHHBbIMU i1 00pa-
OOTKHU MEPCOHATBHBIX JaHHBIX WM B IIOMEILLIEHUSX, B KOTOPBIX YCTaHOBJIEHBI HH(OPMAIIOHHBIE CUCTE-
MBI [IEPCOHAIbHBIX JIaHHBIX.

JlocTyn B OnepanyoHHyI0 cpely KOMIbIoTepa (MH(OPMAIMOHHON CHCTeMbI NEPCOHAIBHBIX
JAAHHBIX) — MOJYYEHHUE BO3MOXKHOCTHU 3aITyCKa HA BBIIOJHEHHE IITATHBIX KOMaH[, (QYHKIMH, IPOLEAYD
ONEPALMOHHON CUCTEMbI (YHUUTO)KEHHs, KOMPOBAHUS, TMEpeMEIIeHUs U T.I1.), UCTIOIHAEMBbIX (haiioB
MPUKJIATHBIX [IPOrPAMM.

Jloctyn k HH(pOpMaLMK — BO3MOXKHOCTb MOTy4eHUs MHQOPMALMK U €€ UCTIOJIb30BaHUS.

3aki1ai04HOe YCTPOICTBO — AJIEMEHT Cpe/ICTBA CheMa MH(OpPMaIMH, CKPBHITHO BHEPsIEMbIH (3a-
KJIaJIbIBa€MBbIi M BHOCHMBII) B MECTa BO3MOYKHOTO CheMa MH(OopMAaLH (B TOM YHCIIE B OTpask/IeHHE, KOH-
CTPYKLIMIO, 000pyI0BaHUE, PEAMETHI HHTEPbEpa, TPAHCIIOPTHBIE CPEZICTBA, A TAKKE B TEXHUUYECKUE CPel-
CTBa U CUCTEMBI 00pabOTKH HH(POPMALIHN).

3ammmaemasi nHgopmauus — UHGOPMAIIUS, SBILOIIASICS PEIMETOM COOCTBEHHOCTH M TIOJ|IE-
KaIlas 3alTe B COOTBETCTBUU € TPeOOBAHUSAMU MPABOBBIX JIOKYMEHTOB WIIH TPEOOBAHUSIMH, YCTAHABIINBA-
€MbIMH COOCTBEHHUKOM MH(POPMAITIH.

Hpentndgmkanus — npucBoeHne cyobeKTaM 1 00bEKTaM JIOCTyIa uieHTU(uUKaTopa 1 (WI1) cpaB-
HEHME NPEbIBISIEMOr0O UICHTU(HKATOPA C IEPEUHEM TPUCBOEHHBIX UACHTU(PUKATOPOB.

HNudopMaTHBHBI CUTHAJ — JIEKTPUYECKUE CUTHANIBI, aKYCTHUECKHE, JJIEKTPOMATHUTHBIE U JpY-
rve (pUBUYEcKUe T0Is, TI0 TlapamMeTpaM KOTOPBIX MOXKET ObITh PacKpbITa KOH(UISHITMATbHAs HH(DOpMAIHs
(mepcoHasbHbIE JaHHbIE) 00padaThIBacMasi B MH(OPMALIOHHOM CHCTEME NEPCOHATBHBIX TAHHBIX.

HNudopmanuonnas cucrema nepcoHaabHbiX JaHHbIX (MCIIH) — undopmamonHas cu-
CTeMa, IMpeJCTaBIAIoNIasi COOOH COBOKYIMHOCTh NEPCOHANBHBIX IaHHBIX, COJAEpKaluxcs B Oaze
JAHHBIX, a TaKKe MHPOPMAIIMOHHBIX TEXHOJOTHMM M TEXHUYECKUX CPEICTB, MO3BOJSIOLIUX OCY-
IIECTBIIATh 00pPa0OTKY TAaKHUX MEPCOHAIBHBIX JAaHHBIX C MCIIOJIb30BAaHUEM CPEJICTB aBTOMAaTHU3alUU
wiM 0€3 UCTIOJIb30BaHUs TAKUX CPEJICTB.

Hudopmanmonnble TeXHOJIOTHMM — TIPOLIECCHl, METOIbI TOMCKa, cOopa, XpaHeHHs, 0OpaboTKH,
NPEIOCTaBIIEHNs], paclpocTpaHeHns] MHAOPMAILMU U CIOCOObI OCYIIECTBICHHUS TaKUX MPOIECCOB U Me-
TOJIOB.



Hcnosb30BaHne NepcoHAIbHBIX JAHHBIX — JIeHCTBUS (ONEpaIui) ¢ MePCOHATbLHBIMU JIaH-
HBIMH, COBEpILIAEMbIE ONEPATOPOM B LIEJSAX MPUHATHUS PEHICHUN WM COBEPILIEHUSI UHBIX JIEUCTBUH,
MOPOXKIAIOUINX IOPUANYECKHUE MOCIEACTBUS B OTHOUICHUN CyOBEKTa MEPCOHAIBHBIX JAHHBIX WIN
Opyrux Jul Ju00 MHBIM 00pa3oM 3aTparuBarOUIMX MpaBa U CBOOOIBI CyObEKTa MEPCOHAIbHBIX
JAHHBIX WU IPYTUX JUIL.

Hcrounux yrpo3bl 6e3onacHocTH HHGPOPMALUMU — CYOBEKT JOCTYIA, MaTepUAIbHBIA OOBEKT HIIN
(r3IIecKoe SIBICHNE, SIBISIOIINECS IIPHYMHON BOSHUKHOBEHUS YTPO3bl 0€3011aCHOCTH HH(OPMAIIHH.

KonTposmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 30aHUE, YaCTh 3aHKs], TOMEILIEHHE), B KOTO-
POM HCKITFOUEHO HEKOHTPOIMPYEMOE MPeObIBAHKE TIOCTOPOHHUX JIULI, & TAKXKE TPAHCIIOPTHBIX, TEXHMYECKIX
Y UHBIX MaTepHAITbHBIX CPEJICTB.

KonduaeHmaabHOCTh NePCOHATBHBIX TAHHBIX — 00s3aTelbHOE ISl COOJEOJICHUSI ONIEPaTOpOM
WM MHBIM TOTYYMBIIMM JIOCTYI K MEPCOHATBHBIM JTAHHBIM JIUIIOM TpeOOBaHHE HE JIOIMYCKaTh UX Pacpo-
cTpaHeHue 0e3 cornacus CyObeKTa MepCOHATBHBIX IAHHBIX WM HATMYKS MTHOTO 3aKOHHOTO OCHOBAHUS.

Me:xceTeBoil 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIHOHAIBHO-PACIIPEIETICHHOE
MPOrpaMMHOE (IIPOrPaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), peaTi3yroliee KOHTPOIb 32 MH(DOpMAIHei,
MOCTYTAMOIIEH B MHPOPMALIMOHHYIO CUCTEMY TIEPCOHATBHBIX TaHHBIX U (WJIH) BBIXOAAIICH 13 nH(popMary-
OHHOH CUCTEMBI.

Hapymmrens 6e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — (H3UUECKOE JIMILIO, CIy4YaiHO WM TIpe-
HAMEPEHHO COBEPILAOIIEE JCHCTBYS, CIEICTBUEM KOTOPBIX SIBISIETCS HapyILIEHHE OE30I1aCHOCTH IEPCOHAIb-
HBIX JJAHHBIX MPU UX 00pabOTKe TEXHUYECKUMU CPEACTBAMU B MH(OPMAIMOHHBIX CHCTEMaX MEePCOHATBHBIX
JTAaHHBIX.

HeaBToMaTusnpoBanHasi 00padoTKa NMepcoHAJbHBIX JAaHHBIX — 00pabOTKa MEepCcoHAlb-
HBIX JIaHHBIX, COACPKAIIMXCS B MH(POPMAIMOHHON CHCTEME MEePCOHAIBHBIX JAHHBIX MO0 U3BJIE-
YEHHBIX M3 TaKON CUCTEMBbI, CUMTACTCSl OCYIIECTBICHHOM 0€3 MCIOIB30BaHuUs CPEICTB aBTOMATH3a-
UK (HeaBTOMAaTHU3MPOBAHHON), €CIIM TaKUe ACUCTBUS C MEPCOHAIBLHBIMU JAHHBIMH, KaK HCIIOIb30-
BaHUE, yTOUHEHHUE, paClPOCTPAHEHHUE, YHUUTOKEHUE TIEPCOHANIBHBIX JaHHBIX B OTHOIICHUHU KaXKI0-
ro U3 CyOBEKTOB MEPCOHAIBHBIX JAaHHBIX, OCYIIECTBISIOTCS MPU HETIOCPEACTBEHHOM y4acTHUHU 4Ye-
JIOBEKa.

HenexsiapupoBaHHbIe BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BO3MOYKHOCTH CPEJICTB BHIYHCITUTENb-
HOIi TEXHUKU, HE OIMCAHHBIE WM HE COOTBETCTBYIOIINE OMMCAHHBIM B IOKYMEHTAIMH, TIPH UCIIOIb30BAHUH
KOTOPBIX BO3MOYKHO HapylIeHHE KOH(DUIEHIIMAILHOCTH, JOCTYITHOCTH WM LIEJIOCTHOCTH 00pabaThiBaeMoi
UH(pOpMAIIHH.

HecaHKkumoHMpoBaHHBIH 10CTYH (HECAHKIIMOHUPOBAHHbIE el CTBHS) — JOCTYI K MH(OpMaLiu
WM JIeUCTBUS ¢ HH(pOpMalyel, HapyIIaroIKe MMpaBuiIa pa3rpaHUYeHust JOCTYyIA C UCTIOIb30BaHNUEM ILITaT-
HBIX CPEZICTB, MPEIOCTABIISIEMBIX HH(OPMAITHOHHBIMHA CUCTEMaMH ITEPCOHATBHBIX JTAHHBIX.

Hocurenab nagopmammm — Gpuznyeckoe U0 WK MaTepUaIbHbI 00BEKT, B TOM YHCIe pu3nye-
CKOg TI0JIe, B KOTOPOM MH(OPMALIHST HAXOAUT CBOE OTPAKEHHE B BUJIE CHIMBOJIOB, 00pa30B, CUTHAJIOB, TEXHH-
YECKHX PEIIeHUH 1 TIPOLIECCOB, KOMMYECTBEHHBIX XapaKTEePUCTUK (PU3HMUECKUX BEIUYHH.

O0e31uunBaHHue NMEPCOHAIBHBIX JaAHHBIX — JICHCTBUS, B Pe3yIbTaTe KOTOPHIX HEBO3MOXK-
HO ONpeAEINTh MPUHAIIECKHOCTh EPCOHANBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY MEpPCOHAIBHBIX
JTAHHBIX.

O0padoTka NepPCOHAJbHBIX JAaHHBIX — JIEUCTBUS (ONEpaliK) C TEPCOHAIBHBIMU JIAHHBIMY,
BKJTIOYasi cOOp, CUCTEMaTH3aIINIO, HAKOIUICHHE, XpaHEeHHe, YTOUHEeHHE (OOHOBIICHHE, N3MEHEHHE), UCTIONb-
30BaHUE, pacpoCTpaHeHHe (B TOM YMCIIe Iepeiady), 00e3IMurBaHue, OJIOKUPOBaHUE, YHUUTOKEHHUE TIep-
COHAJIBHBIX JaHHBIX.

OO01menocTynHble NepCOHAIbHbIE JaHHbIE — IIEPCOHATBHBIEC JaHHBIC, TOCTYN HEOrpaHH-
YEHHOTO KpyTa JIUI] K KOTOPHIM MPEIOCTABIICH C COTIachs CyObeKTa MepCOHATFHBIX TaHHBIX WM Ha
KOTOpbIE B COOTBETCTBUH C (eiepaJbHBIMU 3aKOHAMU HE PACIpOCTpaHseTcss TpeOoBaHUE COOIIO-
NeHHUS KOH(PUICHIINATBHOCTH.

Onepartop (MepcoOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBIA OpraH, MYHUIMIAIBHBIA OpraH,
FOPUIMYECKOE WIH (PU3UUECKOE JIMII0, OPTraHU3YIoIIee U (WIM) OCYIIECTBISIIONIEe 0OpabOTKY MepCoOHaTh-
HBIX JIAHHBIX,  TAKXKE ONPEIENISIOLINE IIEJIH U COepKaHie 00padOTKHU MEePCOHATBHBIX JTAHHBIX.



IlepexBaT (MHoOpMALMK) — HETPABOMEPHOE MOIyICHHE UHGOPMAIIUU C UCIOIBE30BaHUEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIONIETO OOHApYKEHUE, MPHEeM U 00padOTKy WH(POPMATHBHBIX
CHTHAJIOB.

IlepconanibHble JaHHBIE — JI00ass HWHGOpPMALUS, OTHOCAIIASCS K OIpPENeICHHOMY WU
OIpeIeTsIEeMOMY Ha OCHOBAaHHMHM Takod MH(popManuu (puzndeckoMy Juiy (CyObEKTY MepCOHAIBHBIX
JAHHBIX), B TOM YHUCJIE ero (pamMuiusi, UMs, OTYECTBO, TOJ, MECHII], JaTa U MECTO POXKACHHUS, aJIpec,
ceMeliHoe, ColMaNIbHOe, UMYIIECTBEHHOE IMOJIoKeHHe, 00pa3oBanue, npodeccus, T0X0bl, Apyras
nHpopmarnus.

IToGo4HbIe 3J1eKTPOMATHUTHbIE U3JIyYeHHS] 1 HABOAKH — DJIEKTPOMArHUTHBIC H3ITy4SHHS
TEXHUYECKUX CPEJICTB 00pabOTKU 3aluiaeMoil nHGOopMaIiuy, BOZHUKAIOIINE KaK MOO0OYHOE sIBIie-
HUE U BBI3BaHHBIC JICKTPUUECKUMHU CUTHAJIAMU, JCUCTBYIONIUMHU B UX JJIEKTPUYCCKUX U MArHHT-
HBIX ENX, a TAKXKE JIEKTPOMArHUTHBIE HABOJIKM STUX CUTHAJIOB HAa TOKOIPOBOASIINE JIUHUHU, KOH-
CTPYKIIUH | [[ENH MUTAHUS.

IMoanTHKAa «YUCTOrO CTOJIA» — KOMILIEKC OPTraHU3AIMOHHBIX MEPONPUATUN, KOHTPOIUPY-
IOIIMX OTCYTCTBHE 3aITMCHIBAHUS Ha OyMa)KHbIE HOCUTEIN KJII0Uei 1 aTpuOyTOB JTocTyma (TTapoJeii)
U XpaHEeHHs UX BOJIM3H 0OBEKTOB JAOCTYIIA.

IMoab30oBaTe/ b HHPOPMALMOHHON CHCTEMbI MEPCOHAIBHBIX JAHHBIX — JIUIO, YYacTBY-
folee B (PyHKIIMOHUPOBAHUN MH(DOPMAIMOHHON CHCTEMbI NEPCOHANBHBIX JAHHBIX WA HCIIONb3Y-
IOIEe PE3YNIbTATHI €€ (DYHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHuYeHusi JOCTYNA — COBOKYITHOCTb MPAaBUJ, PEriIaMEeHTUPYIOIINX MpaBa
JOCTyTa CyOBEKTOB JOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpammHuasi 3akjajgKa — KoJi IporpamMmbl, IpeJHAMEPEHHO BHECEHHBIN B MPOTpPaMMy C
[ENIBI0 OCYIIECTBUTh YTEUKY, M3MEHUTH, OJIOKHMPOBATH, YHHUTOXHUTH WH(POPMAIMIO MIM YHHUYTO-
KUTh U MOIUGPUIIUPOBATH IPOTrpaMMHOE obecriedeHre HHHOPMAITMOHHON CUCTEMBI MEPCOHATBHBIX
JAHHBIX U (MIHM) OJOKUPOBATH alIapaTHBIE CPEIICTBRA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YeCKoe) BO3/eiicTBHE — HECAaHKIMOHUPOBAHHOE
BO3/ICIICTBHE HAa PeECypChbl aBTOMaTU3UPOBAHHOM MH(MOPMAIIMOHHON CHCTEMBI, OCYILECTBISIEMOE C
WCIOJIb30BaHUEM BPEIOHOCHBIX POTrPaMM.

PackpbITHE NePCOHATBHBIX JAHHBIX — YMBIIUICHHOE WJIH CIIydailHOE HapylIeHUue KOH(H-
JIEHITMAIBHOCTH MTEPCOHANBHBIX TAHHBIX.

PacnipocTpaHeHue NepcOHAJBHBIX JAHHBIX — JICHCTBUS, HalpaBJIEHHbIE Ha Iepenady
MEPCOHANBHBIX JTAHHBIX OINpEAeTICHHOMY KpYry null (mepefada NMepCOHAIbHBIX JAaHHBIX) WIA Ha
03HAKOMJIEHHE C MEPCOHAIbHBIMU JJAaHHBIMU HEOIPAaHUYEHHOI'O KpyTra JIUI, B TOM 4Hciie 00HapoI0-
BaHUE MEPCOHANBHBIX JaHHBIX B CPEJCTBaX MaccoBOil MHoOpMaIuu, pa3MmelnleHue B nHpopmarm-
OHHO-TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIM MpPEeNOCTaBIE€HUE JOCTyNa K MEPCOHAIBHBIM JaHHBIM
KaKMM-JINOO UHBIM CIIOCOOOM.

Pecypc nH(pOpMALIMOHHOM CHCTeMbI — UMEHOBAaHHbBINA 3JIEMEHT CHCTEMHOIr0, IPUKJIAJTHOTO
WM almnapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH(OPMAIIMOHHON CUCTEMBL.

CrnenmanbHble KATETOPUM MEPCOHAJBHBIX JaAHHBIX — [IEPCOHAJIbHBIE JaHHbIE, KaCaIOIIH-
€csl PacoBOii, HAIIMOHAIBHOM MPUHAICKHOCTH, TOTUTHIYECKUX B3TJISA0B, PEIUTHO3HBIX WX (puito-
cockux yoexeHui, COCTOSIHUS 3I0POBbSI 1 MHTUMHOMW KU3HU CyObEeKTa NIEPCOHANBHBIX JTaHHBIX.

CpeacrBa BbIMUCIUTEIbHOM TEXHUKH — COBOKYITHOCTh IIPOTPAMMHBIX M TEXHIUYECKUX 3JIEMEHTOB
crcTeM 00pabOTKHU TAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITENIBHO HIIU B COCTABE APYTHX CH-
CTEM.

Cy0bekT 1ocTyna (cy0obeKT) — JIMIIO WK MPOIIeCC, JEHCTBHIS KOTOPOTO PeriIaMeHTHPYIOTCS TIpa-
BUJIAMH pa3TpaHUUYEHUS TOCTYIIA.

Texnuveckuii KaHa1 yredku UHGOPMAIIMN — COBOKYITHOCTh HOCUTES MH(MOPMAIH (CpecTBa
00paloTKM), (PU3MUECKOIl Cpesibl pacrpoCcTpaHeH!sI HH(OPMATUBHOTO CUTHAIA U CPEICTB, KOTOPHIMU JI0-
ObIBaeTcs 3aluiaemMas MHGOpMaIus.

Texnuuyeckue cpeacrsa WHGOPMAIMOHHONI CHCTEMBbI MEPCOHAIBHBIX JAHHBIX — CPENICTBA
BBIYUCIIUTEIILHON TEXHUKH, UH(OPMAIIOHHO-BBIUMCIIUTENIBHBIE KOMIUIEKCHI M CETH, CPEJICTBA U CHUCTEMBI
niepenayu, mprema u oopadotku [1/1H (cpeacTsa U cUCTEMBI 3BYKO3AIHCH, 3BYKOYCHIICHHUS, 3BYKOBOCIIPOH3-
BEJICHUSI, TIEPETOBOPHBIE U TEIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJIECHUS, TUPAKUPOBAHUS JIOKY-
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MEHTOB U JIPYTHie TEXHUUECKHE CpeIcTBAa 00pabOTKU peueBoid, rpaddeckom, BUIeo- U OYKBEHHO-1IH(POBOI
nH(opMaImm), MporpaMMHBIE CPEICTBA (OMEPAIOHHBIE CUCTEMBI, CHCTEMBI YIIPaBJIeHHs 0a3aMy TaHHBIX 1
T.IL.), CPEACTBA 3ALUTHI HHPOPMAIIUH, IPUMEHSIEMbIE B MH()OPMAIMOHHBIX CUCTEMAX.

TpaHncrpanuyHasi nepeaya NepcoHAIbHBIX JAHHBIX — Mepeaya MepCOHaNbHBIX JAHHBIX
oneparopoMm uyepe3 [ocymapcTtBeHHyro rpanuny Poccuiickoit ®denepanuu opraHy BIIACTH HHO-
CTPaHHOTO rocyJapcTBa, GU3NYECKOMY WM IOPUINUYECKOMY JIUIY HHOCTPAHHOTO rOCY/AapCcTBa.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHUH M (haKTOPOB, CO3/IA0-
[IMX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCIIE CITy4aifHOTO, JOCTYIA K MEPCOHATIHBIM JTAHHBIM,
Pe3yJIBTaTOM KOTOPOrO MOXKET CTaTh YHHUUTO)KEHHE, M3MEHEHHE, OJOKMpOBAHME, KOIMPOBAHHE, PaCIIpo-
CTpaHEHHUE MEPCOHATIbHBIX JaHHBIX, a TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUI MPU UX 00pabOTKE B
MH(DOPMAIIIOHHOM CUCTEME MTEPCOHATIBHBIX TAHHBIX.

YHUYTOKeHHE NEePCOHATBHBIX JTAHHBIX — JICUCTBUS, B pe3yJIbTaTe KOTOPHIX HEBO3MOXKHO BOC-
CTaHOBUTH COJICPKaHKE TIEPCOHATBHBIX JIAHHBIX B UH()OPMAIIMOHHOM CHCTEME ITEPCOHATBHBIX JAHHBIX WITH B
pe3ynbTare KOTOPBIX YHUUTOXKAIOTCS MaTepUaIbHbIe HOCUTENU MePCOHATBHBIX JaHHBIX.

Yreuka (Gaumimaemoi) MHPOPMALMU MO0 TEXHUYECKHUM KaHAJIAM — HEKOHTPOJIMPYEMOE pac-
MpOCTpaHeHHe HHPOPMAILIMK OT HOCHUTEIIS 3allIUIiaeMol HHBOpMaIK yepe3 GU3UUECKYI0 Cpeay 0 TeXHU-
YECKOro CPeZICTBA, OCYLIECTBIIIONIETO epexXBaT HH(HOPMAITHH.

Ysa3BuMocTb — €1adOCTh B CPEJICTBAX 3aIIUTHI, KOTOPYIO MOXKHO HCIIONB30BaTh JUIS HAPYILICHUS
CHCTEMbI WU COZIEprKalleicsl B Hel HH(opMaluH.

LenocTHoCcTh MH(OPMAIMK — CTIOCOOHOCTh CPE/ICTBA BBHIYUCIUTEILHOM TEXHUKU WM aBTOMATH-
3UPOBAHHOM CHCTEMBI 00€CTICUNBATh HEM3MEHHOCTh MH(OPMALIMHN B YCIIOBUSIX CITY4aiHOTO W/WITH TIpe/IHa-
MEPEHHOT'0 HCKaKEHHUS (pa3pyIeHus).

O0o03Ha4YeHUs1 M COKPALIEHUS
ABC — aHTHUBHpYCHBIE CpECTBA
APM — aBTOMati3upoBaHHOE pabouee MeCTo
BTCC — BcnomoraresbHble TEXHUYECKHE CPEJCTBA U CUCTEMBI
NCIIJIH — nadpopMaIMoHHast CHCTEMA ITePCOHATTBHBIX JaHHBIX
K3 — xonTponmmpyemas 30Ha
JIBC — jtoKasibHast BBIYMCIINTENBHAS CETh
MD — mexceTeBoi IKpaH
HCJI — HecaHKIIMOHMPOBAHHBIN JOCTYII
OC — oneparmoHHas cucrema
OY — 06pazoBaTenbHOE yUpeKaeHNe
IT/1H — mepcoHaIbHBIE JAHHBIE
IIMB — nporpaMMHO-MaTeMaTU4eCKOE BO3ICHCTBUE
I1O — nporpammHOe obecTieueHne
[TOMHH — no6GouHsble 3eKTpOMAarHUTHBIE U3Ty4EHHUsI U HABOJIKU
CA3 — cuctema aHanu3a 3alIUIIEHHOCTH
C3U — cpencTBa 3auThl HHGOPMAITUH
C3I1du — cucteMa (moACcUCTEMA) 3alUThl IEPCOHAIBHBIX JaHHBIX
COB — cuctema oOHapy>KeHHs BTOPKEHUH
TKYU — Texnudeckue KaHaIbl yTeUKu HHPOpMALN
YBI1/IH — yrpo3sl 6€30MacHOCTH IEPCOHATIBHBIX TAHHBIX
AUB — AnqvmunHucTpaTtop nH(OpMaIMOHHON 0€30MacHOCTH



BBEJIEHUE

Hacrosmas [Tonutuka nadopmarmonHoi 6e3onacHoctu (manee — Ilomutuka) ["ocymapcTBeHHOTO
OIOKETHOTO 00IIe00pa30BaTEILHOTO YUPEKIACHUS CpeaHel 0011eodpazoBaTeibHOM MIKOIbI Ne 386
Kuposckoro paitona Caukr — IlerepOypra (manee - OVY) siBisercss opuIMaIbHBIM (HaHMEHOBAHHE
00pa30BaTEIILHOTO YUPEKICHHS) TOKYMEHTOM.

[TonuTuka pa3paboTaHa B COOTBETCTBHH C LIETSMU, 3a/1a4aMH U MPUHIUIAMH 00eCIIeUeHUs
0€3011aCHOCTH NePCOHANBHBIX JTAaHHBIX, H3JI0KeHHBIX B KoHnenmu nHdopMaoHHoi 6e30macHo-
ctu UCIT/Ia OVY.

[TonuTuka paspaboraHa B cooTBeTCTBUU C TpeOoBaHusiMu denepanbHoro 3akoHa ot 27
utosig 2006 1. Ne 152-03 «O nepconanbHbIX naHHbIX» U [loctanoBnenus [IpaButensctBa PO ot
01.11.2012 Ne 1119
"OO0 yTBepkJIeHUU TPEOOBAHMI K 3alllMTE MEPCOHAIBHBIX JIAHHBIX NMPU UX 00paboTke B MHQpOpMa-
[IMOHHBIX CUCTEMAaX MEePCOHATBHBIX JaHHBIX ", HA OCHOBAHUH:

- «Pexomenganuii mo obecrnedeHn0 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX MPH HX 00paboTKe B
WH(OPMAIMOHHBIX CHCTEMaX MEePCOHATBHBIX JTAHHBIX», YTBEPKIACHHBIX 3amectureneMm nupekropa PCTIK
Poccun ot 15.02.2008 r.;

- «TunoBeIX TpeOOBaHUII MO OpraHU3alMH M 00eCTieYeHHI0 (YHKIMOHUPOBAHUS IU(POBATBHBIX
(kpunTorpadMUecKuX) CpeACTB, MpeIHA3HAYCHHBIX JUTS 3aIIUTHl HHPOPMALIUH, HE COJIEpIKaIleii CBeIeHU,
COCTaBIISIIOLIUX TOCY/IapCTBEHHYIO TallHY B Cly4yae MX HCIOJB30BaHUs Al oOecredeHus O0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX MpPH HUX 00paboTKe B WH(POPMALMOHHBIX CHCTEMaX IEPCOHAIBHBIX JTaHHBIX),
yrBepxkAeHHbIX pykoBoAcTBOM § Llentpa ®Ch Poccun 21.02.2008 1. Ne 149/6/6-662.

B INonutuke onpexnenensl TpeOOBaHUS K MEpCOHAITY, 3aaeiicTBoBaHHOMY B padore ¢ UCII[n OV,
CTEIeHb OTBETCTBEHHOCTU IEPCOHANA, CTPYKTypa W HEOOXOAMMBIH YpOBEHb 3alUIICHHOCTH, CTaTyC U
JOJDKHOCTHBIE 00S3aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 32 0OecIiedeHrne 0e30MacHOCTH ePCOHATBHBIX
nanabeix B UCITIa OVY.



1. O01mue moj10KeHu s

Ienpro Hactosmeit [ToauTuku sBiasercs odecnedeHrne 0€30nacHOCTH 00BEKTOB 3amuThel OY
OT BCEX BUJIOB YI'pO3, BHEIIHUX U BHYTPEHHHX, YMBIIUICHHBIX U HENpEIHAMEPEHHBIX, MUHUMU3A-
1y yiepoa oT BO3MOXKHOU peanu3aiuu yrpo3 6e3onacHoctu [1/Ix (YBIIIH).

be3onacHoCTh MEepCOHANBHBIX JAaHHBIX JOCTUTAETCS MYTEM HUCKIIOYEHHUS HECAaHKIMOHUPO-
BaHHOTO, B TOM 4YHCII€ CIIy4allHOTO, OCTyIa K MEpPCOHAJIbHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOTO
MOJKET CTaTh YHHUYTOXKEHUE, U3MEHEHUE, OJIOKUPOBAaHUE, KOMMPOBAHUE, PACIIPOCTPAHCHHE TTEPCO-
HAJIbHBIX JAHHBIX, @ TAKKE MHBIX HECAHKLIIMOHUPOBAHHBIX JCHCTBUM.

Wudbopmanivs u cBsi3aHHBIC C HEH pecypchl JOHKHBI OBITh JOCTYITHBI JIJISi aBTOPU30BAHHBIX
noJsib3oBaresieil. JIoMmKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHapy)KeHHWE M pearupoBaHHE Ha
VYBIIH.

JIO0JKHO OCYIIECTBIATHCS MPEAOTBPAIllEHUE MTPEeTHAMEPEHHBIX WU CIIy4aiHbIX, YACTHUHBIX
WM TIOJTHBIX HECAaHKIIMOHUPOBAHHBIX MOAU(PUKAIIUN WIIM YHUUYTOXKCHUS JAHHBIX.

CocTaB 00BEKTOB 3aIUTHI IPEAICTABIICH B MIEpEUHE 3alluiaeMoi HHPopMaIuu.

Cocras UCII/lH noanexamux 3amure, npeacrasieH B OTueTe 0 pe3ysbTarax MpoBeIeHUs
BHYTpPEHHEHN MPOBEPKH.

Ora TlomuTnka WHPOPMAIIMOHHOW 0€30MacHOCTH ObLIa yTBepkIaeHa aupekropom ['BOY
COIII Ne 386 Kuposckoro paiiona Cankt — [lerepOpyra u  BBeneHa B JeHCTBUE
[Tpukazom Ne 56.2 ot 31.08.2022r.

2. OdaacThb geiicTBuA

TpeboBanus Hacrosimiei [loMUTHKN pacipoCTpaHSIIOTCS Ha Bcex coTpyaHukoB OV (mrrat-
HBIX, BPEMEHHBIX, pa0OTAIOIIKMX 10 KOHTPAKTY M T.I1.), @ TAK)KE BCEX MPOYUX JIHI] — IPEICTABUTEIICH
OpraHu3alfii, KOTOPbIE HAXOMAATCS B JOTOBOPHBIX OTHOIICHHSIX ¢ OV (MOAPSIYUKH, ayJAUTOPHI U
T.IL.).

3. Cucrema 3alIUTHI MEPCOHAJIBHBIX TaHHBIX

Cucrema 3aiuthl nepcoHanbHbIX AaHHbIX (C3I1IH) cTpouTCcs HA OCHOBaHUMU:

- Otyera 0 pe3yibTaTax MPOBEACHUS BHYTpPEHHEH mpoBepku (pazpabaTbIBacTCs WHIAMBHYaTbHO
JUIsl 00pa30BaTENbHOTO YUPEKICHHUS);

- Ilepeuns 3amuiiaemoi nHGOpMaIuy,

- Monenu yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAaHHBIX (pa3pabaThiBaeTCsi WHAMBUIYATbHO IS
00pa30BaTENbHOTO YUPEKACHUS);

- [Tonoxxenus o pa3rpaHN4YCHUU IIpaB AOCTYIIAa K O6pa6aTLIBaeMLIM NEpCOHAJIBHBIM NaHHBIM (Pa3—
pemiuTeIibHad CUCTEMA JOCTYIIA K IICPCOHAJIbHBIM ,Z[aHH]':»IM);

- PykoBomsmux mokymenToB @CTIOK 1 ®Ch Poccum.
Ha ocHOBaHuM 3THX JOKYMEHTOB OINpeAeNsieTcss HeoOXOIuMBI ypoBeHb 3amuiieHHocTd [1/IH
kaxaoi UCIIIn OY. Ha ocHOBaHMM aHanM3a aKTyaJIbHBIX YIpo3 6e3onacnoctu I1J1H, onucan-
HOoro B Mogenu yrpo3 u Otdera o pe3ysibTarax MpOBEACHHS BHYTPEHHEW MPOBEPKH, JEIAETCS 3a-
KIIFOUCHHE O HEOOXOJMMOCTH HCIIOJIB30BAHMS TEXHMUECKHX CPEACTB M OpPraHU3AIMOHHBIX MEpPO-
npusituii s obecnieuenus 6ezonacHocTu [1/[H. BriOpaHHbIE HEOOXOAUMBIE MEPOIPHUATHS OTpa-
xatorcs B [imane MmeponpusiTiii o odecnieuenuro 3amuthl [1J[H.

Hns xaxnmoit MCII[IH momkeH OBITH COCTAaBICH CIHCOK HCIOJIBb3YEMBIX TEXHUYECKHX
CPEJICTB 3allIUTHI, a TAK)KE MPOTPAMMHOTO 00ECTIIeUeHHs, yuacTByoIIero B oopadotke I1J{H Ha Bcex
anementax UCIIIH:

- APM nonws30Bareneii.


../../../курсы/мои%20курсы/Знак%20октябрь%202019/БЕЗОПАСНОСТЬ%20ПДн/Шаблоны%20документов%20для%20организации%20ИБ%20в%20ОО/1.Общий%20пакет%20шаблонов/Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
../../../курсы/мои%20курсы/Знак%20октябрь%202019/БЕЗОПАСНОСТЬ%20ПДн/Шаблоны%20документов%20для%20организации%20ИБ%20в%20ОО/1.Общий%20пакет%20шаблонов/Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
../../../курсы/мои%20курсы/Знак%20октябрь%202019/БЕЗОПАСНОСТЬ%20ПДн/Шаблоны%20документов%20для%20организации%20ИБ%20в%20ОО/1.Общий%20пакет%20шаблонов/Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
../../../курсы/мои%20курсы/Знак%20октябрь%202019/БЕЗОПАСНОСТЬ%20ПДн/Шаблоны%20документов%20для%20организации%20ИБ%20в%20ОО/1.Общий%20пакет%20шаблонов/Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

- CepBepa npuiIoKEHU M.
- CYB/I.
- I'panuus JIBC.

- Kanansl nepenauu B ceTd 00IIEro MOJB30BAHUS U (MIIM) MEXTyHAPOJAHOTO OOMEHA, €CJIU 10 HUM
nepenatorcs [1/1H.
B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCII[AH u axtyansHbix yrpo3, C3I1H moxer
BKJIIOYATh CJIEAYIOIINE TEXHUUECKUE CPE/ICTBA:

- AaHTHBHUPYCHBIE CPEACTBA JIJIS pa0OYMX CTAHIIUI ITOJIB30BATEINCH 1 CePBEPOB;
- CpeACTBa MEXKCETEBOI0 SKPAaHUPOBAHUS;

- cpelcTBa KpUNTOrpapuuecKon 3aIuThl HH(GOpMALMHY, [IPH Iepeiade 3alluiaeMoil nHpopmManuu
10 KaHaJlaM CBS3H.

Taxoke B CHUCOK JJOJDKHBI OBITh BKITIOYEHBI (DYHKIIMH 3aIIUTHI, 00ecrieynBaeMble ITAaTHBIMU
cpeactBamu oOpabotku I1/[H omepaunoHHbIMM cucTeMaMu, npukiaaHeiM [10 u cnenmanbHbIMU
KOMIUIEKCAMH, PETH3YIOIIMMHU CpeAcTBa 3auThl. CIIMCOK (DYHKIIHIA 3aIIUTHI MOKET BKIIIOYATh:

- YIpaBJIEHHE U pa3rpaHUUEHUE IOCTYIA M0JIb30BaTEIICH;
- perucTpanuio u y4er AeicTBuil ¢ nHdopmManuei;
- o0ecreyeHHE 1EITOCTHOCTH TaHHBIX;

- 0OHapyXeHUEe BTOPKEHUI.

Crucok HCIoJIb3yeMbIX TEXHUUYECKUX CPEe/ICTB oTpaxkaercs B [lmane Mmeponpusatuii no obec-
MIEYECHUIO 3alllUThl MEPCOHANBHBIX JaHHBIX. CIMCOK HCHOJB3YEMBIX CPEJCTB JOJKEH MOJAECPKHU-
BaTbCs B aKTyaJIbHOM COCTOSIHMM. [IpyM M3MeHEHMHM cocTaBa TEXHMYECKUX CPEICTB 3aIlMTHI WIN
anemeHToB MCII/IH, COOTBETCTBYIOIINE U3MEHEHUS JOJKHBI ObITh BHeceHbl B CIIMCOK U yTBEp-
*1eHbl gupexkTopoM OY miM IM1oM, OTBETCTBEHHBIM 3a o0ecreyeHue 3amutsl [1/1H.



4. TpeooBanus k noacucremam C3I1/In

C3I1/Ix BIrOYaET B ceOsl CICTYIOITUE TIOICUCTEMBI:
- YIpaBJICHUS TIOCTYTIOM, PETUCTPALIMU U YUETa;

- obecrieueHus EeTOCTHOCTH U IOCTYITHOCTH;
AHTUBHUPYCHOU 3aIHTHI;

- MEXCETEBOT0 IKPAaHUPOBAHUS;

- aHa/JM3a 3alUIIEeHHOCTH;

0OHapyKEHHS BTOPIKEHU;

KpUNTOTpapUUECKON 3aIIUTHI.

[Moacucremsr C3IIJH UMErOT paznuuHyl0 (YHKIMOHAIBHOCTh B 3aBUCHMOCTH OT KJacca
NCITIH, onpeneneHHOoro B Akrte Kiaccudukanuu WHGOPMAIIMOHHOW CHUCTEMBI MEPCOHAIBHBIX
nanabiX. Crucok cootBetcTBUs (hyHKIMiA noacucreM C3I1J[H kinaccy 3alUIIEHHOCTH PEACTaBICH
B [Ipunoxxenun 1.

4.1. TloacucreMsbl ypaBJIeHHS JOCTYIIOM, PerHCTPAallii H y4eTa

[Toncucrema yrnpaBieHUs JOCTYIIOM, PETUCTPAIlUH U y4eTa NpeJHa3HaueHa [T peaTn3aliiu
CIICITYIOIINX (yHKITHI:

- UIeHTU(UKALUY U TIPOBEPKHU MOUIMHHOCTH CYOBEKTOB AocTymna npu Bxojae B UCTI/IH;

- WICHTU(UKAIIMA TEPMUHAJIOB, y3JIOB CETH, KAHAJIOB CBSI3U, BHCIITHUX YCTPOMCTB IO JIOTHYECKUM
HMCHaM;

- uACHTU(UKAIIUN TIPOrPaMM, TOMOB, KaTajaoros, (haisioB, 3alUCe, MOJICH 3anmuceld o UMEHaM;

- peructpanuu Bxoja (BbIx0/1a) CyOBEKTOB JIOCTyNa B CUCTEMY (U3 CUCTEMBI), JIMOO pPErucTpanuu
3arpy3Kd 1 MHUIIMAIA3AIUN OTIEPAIIMOHHON CUCTEMBI U €€ OCTaHOBA.

- PETrHCTpaIUH MOMBITOK JAOCTYIA MPOTPAMMHBIX CPEACTB (IIPOTpaMM, MPOIECCOB, 3a/1a4, 3aJaH i)
K 3aIUIIaeMbIM Qaitiam;

- perucTpanuu MOMBITOK JOCTYyNa MPOTPAMMHBIX CPEICTB K TepMHUHAJIaM, KaHalaM CBS3HU, IMpPO-
rpaMMaM, TOMaM, KaTajioram, aiiaam, 3amucsam, MoJsiM 3arucei.

[ToxcucTema ympaBieHUS JTOCTYIIOM MOKET OBITh peali30BaHa C IMOMOIMIBIO ITATHBIX
cpenctB oopabdotku I1J[H (omepamuonubix cucteM, npunoxkeHuit 1 CYBJl). Taxxke MoxeT ObITh
BHEJIPCHO CIICMATHHOE TEXHUYECKOE CPEJICTBO WIIM UX KOMILIEKC, OCYIIECTBIISIONINI JTOTIOTHU-
TeJIbHBIE MEPhl MO ayTeHTHU(UKAUU U KOHTpOI. Hampumep, mpuMeHEHHE €IWHBIX XPaHWJIHIIL
YVUETHBIX 3aIUCEH TOJB30BaTeNIed M PETUCTPANMOHHON MH(OPMAIUH, UCIIOIh30BaHUE OMOMETPH-
YECKUX U TEXHUYECKUX (C MOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(UKAIIUU U APYTUX.

4.2. IMoacucrema odecrneyeHus HEJOCTHOCTH M TOCTYITHOCTH

[Toncucrema obecrieueHus LIEIOCTHOCTH U JIOCTYITHOCTH TpeAHa3HaYeHa AJisl oO0ecreyeHus
nenoctHocty U gocrynHoctu I1/1H, mporpammubsix u annapatHeix cpencts UCIIAn OV, a takxke
CPEZCTB 3aIIMUTHI IIPH CITy4aifHOW WJIM HAMEPEHHOU MOTU(pUKAIUH.

[Toncucrema peanusyercs ¢ NOMOIIbIO OPraHU3AIMK PE3EPBHOTO KOMHUPOBaHUS 00padaThi-
BaEMbIX JAHHBIX, & TAKXKE PE3EPBUPOBAHUEM KIH04UeBbIX d1eMeHTOB CII/IH.

4.3. TlomcucreMa aHTUBMPYCHOM 3a1IUTHI

[Toncucrema aHTUBHPYCHOM 3alllUTHI MpeJHA3HAueHa JUIsl 00ecrieueHns: aHTUBUPYCHOM 3a-
nuThl cepBepoB 1 APM nonb3oBareneit UCII/Ix OVY.
CpencTBa aHTUBUPYCHOM 3alIUTHI MPEeIHA3HAUYEHBI JAJIS pealIn3aliy CIeAYIOMUX QyHKIUI:

- PE3UJCHTHBIN AHTUBUPYCHBI MOHUTOPUHT;
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- AaHTUBHPYCHOE CKaHUPOBAHUE;
- CKpHIIT-0JIOKHPOBAHNUE;

- LIEHTpaJIM30BaHHAas/yaaleHHAs YCTaHOBKA/AENHCTAIUIALNS aHTHBUPYCHOTO MPOJYKTa, HACTPOIKA,
aJIMUHUCTPUPOBAHUE, IIPOCMOTP OTUYETOB U CTATUCTUYECKON MHPOPMALIUH 110 paboTe MPOAYKTa;

= aBTOMaTU3UPOBAHHOC OOHOBJIEHHE AHTUBUPYCHBIX 633;

- OrpaHHWYEHME IPaB IOJb30BATEIN HA OCTAHOBKY MCIOJHSAEMBIX 3a/1a4 U U3MEHEHUE HACTPOEK aH-
TUBUPYCHOTO NPOTPAMMHOT0 OOECTICUCHHUS;

- aBTOMATHUYECKUHU 3aIyCK Cpa3y IMOCIe 3arpy3Ku OMepallMOHHON CUCTEMBI.
[Toacucrema peasiu3yercst IyTeM BHEAPEHUS CIEHHUATBHOIO aHTUBUPYCHOTO MPOTPAMMHOTO
obecneuenus Ha Bce daeMeHTsl UCIT/IH.

4.4, IToacucreMa MeKCeTEBOIO IKpPaHUPOBaHUA

[Toncucrema MexceTeBOTO AKPAaHUPOBAHUS MpeJHA3HAUYECHA ISl pealu3alliil CIIEAYIOIUX

byHKIMA:

- ¢pUIbTpaAIMK OTKPHITOrO U 3amupoOBaHHOTO (3aKphIToro) IP-Tpaduka mo pa3iuyHbIM Mapamer-
pam;

- (ukcanuu BO BHYTPEHHHUX KypHalax WH(POPMAIHU O MPOXOAAIIEM OTKPBITOM M 3aKphiToM IP-
TpaduKe;

- UIeHTU()UKAIWY U ayTeHTU(PHUKAIMHA aIMUHICTPATOPa MEKCETEBOTO dKpaHa MPH €ro JIOKAIBHBIX
3arpocax Ha JIOCTYII;

- peructpanuu Bxoja (BbIX0J1a) aJMHUHHCTPATOpPa MEXKCETEBOI0 IKpaHa B CUCTEMY (M3 CHCTEMBI)
1100 3arpy3Ky ¥ MHUIMATN3AIMHA CUCTEMBI U €€ TPOrPaMMHOTO OCTaHOBA;

- KOHTPOJISI EJIOCTHOCTH CBOEH NMPOrpaMMHON U MH(POPMAIIHOHHOH YacTH;

- punpTpanyy NakeToB CIIyKeOHBIX MPOTOKOJIOB, CIIYKAIUX JJIs JUArHOCTUKU M yIPaBJICHUS pa-
00TOI1 ceTeBbIX YCTPOUCTB;

- (unpTpanuM ¢ y4eToM BXOJHOTO M BBIXOIHOTO CETEBOTO MHTep(eiica Kak CpeacTBa MPOBEPKU
HOJTMHHOCTH CETEBBIX aJPECOB;

- PErucTpauyy U y4eTa 3anpaiiruBaeMbIX CEPBUCOB MPUKIATHOTO YPOBHS;
- OOKUPOBaHUs JIOCTyNa HEUJACHTHU(PHUIIMPOBAHHOTO OOBEKTa WM CyOBEKTa, MOATUHHOCTH KOTO-
poro pu ayTeHTU(PUKAIUU HE TTOATBEPAUIIACH, METO/IaMH, YCTOMUHUBBIMU K TIEPEXBATY;
- KOHTPOJIA 33 CETEBOM aKTUBHOCTHIO MIPHUIIOKEHUN U OOHAPYKEHHUS CETEBBIX aTak.
IToncucrema peanusyeTcss BHEAPEHUEM MPOrPaMMHO-AINIAPaTHBIX KOMIUIEKCOB MEKCETEBO-
ro skpanupoBanus Ha rpanuie JIBC, kiraccom He HUxKe 4.

45. ToacmereMa aHAJK3A 3AIMIEHHOCTH

[Toacucrema aHanm3a 3alIUIIEHHOCTH OJDKHA OOECIEYMBATH BBISIBICHUS YS3BUMOCTEH,
cBs3aHHBIX ¢ omuOkamu B koHpurypamuu [0 UCII[IH, xoTOpble MOTYT OBITH HMCIHOJIH30BaHBI
HapyIIUTEIEM IS peaN3allii aTaKh Ha CUCTEMY.

OYHKIMOHATBHOCTh MOJCUCTEMBI MOXKET OBITh peaian30oBaHa MPOTPAMMHBIMU M MIPOTPAMM-
HO-aHHapaTHBIMI/I CpG)ICTBaMI/I.

4.6. Tloxcucrema 00HAPY:KeHHUSI BTOPKEHUIH

[Toacucrema oOHapyKeHHs BTOP)KEHUM JTOJKHA 00ECTICYHBATh BBISIBIICHUE CETEBBIX aTak Ha
anemenTsl UCIIJIH, MOAKITIOYEHHBIE K CETSIM OOIEro MOJMb30BaHUS U (MJIU) MEXIYHAPOIHOTO 00-
MeEHa.

OYHKIMOHATBHOCTh TOJCUCTEMBI MOXKET OBITh pealn30BaHa MPOTPAMMHBIMHU M MTPOTPAMM-
HO-aNnmapaTHBIMUA CPEACTBAMH.
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4.7. TlopcucreMa Kpunrorpadgpuyeckoi 3ammTbl

[Toacucrema kpunrorpadudeckoi 3amuThl mpenHasHadeHa s uckimtouenus HCJI k 3a-
mmaemoit uapopmarmu B UCII/In OV npu ee nepenade mo KaHajaaMm CBsI3U ceTeil 0OIIEro mojb-
30BaHMS U (WJIM) MEXITYHAPOIHOTO OOMEHa.

[Toncucrema peanu3yercs BHEIPCHHEM KPHUNTOrPahUUYSCKUX MPOTPaAMMHO-ANIapaTHBIX
KOMILJIEKCOB.
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5. Hoab3oateaun UCIIAn

B Konuenuuu nHdpopmanroHHOM 6€30MacHOCTH ONpPEEIeHbl OCHOBHbBIE KaTErOpUU IMOJIb-
3oBatelsiei. Ha ocHOBaHMU 3THX KaTeropuu J0HKHA OBITh MPOU3BE/ICHA TUIU3ALIMS MTOJIb30BaTECH
UCII/H, onipenesneH ux ypoBeHb JOCTYIa U BO3MOKHOCTH.

B UCITa OY MOXHO BBIJCIUTH CICIYIOIINE TPYIIIBI MOJIh30BaTENICH, y4aCTBYIOIIUX B 00-
pabotke u xpanenuu [1/1n:

- Anmunucrparop UCIIH;

- Apmunuctpatop 6e3onacHocta UCII/IH;

- Oneparop APM;

- AIMUHHUCTPATOp CETH;

- TexHUYeCcKu# CenuaIiucT Mo 00CIyKHBaHUIO Mepu(epuitHoro 000pyI0BaHUS;

- IIporpammuct-paszpadorunx MUCIIdH.

JanHbie 0 rpymnmax moJib30BaTeNsX, YPOBHE UX TOCTyNa U MHOOPMUPOBAHHOCTH JIOJKEH
ObITh OTpakeH B llonokeHUU 0 pa3rpaHUYECHUH MPaB OCTyNa K 00pabaTbiBaeMbIM MEPCOHATBLHBIM
JTaHHBIM.

5.1. Aamuuucrparop UCIIIn

Anmunuctpatop UCII/IH - corpynnuk OV, OTBETCTBEHHBIN 3a HACTPOMKY, BHEIPEHHUE U
conpoBoxaenune MCIIIn. OGecnieurnBaeT pyHKIMOHUPOBAHUE MTOJICUCTEMBI YIIPABIECHUS JOCTYIIOM
NCII[H u yrmoJHOMOYEH OCYIIECTBIATH MPEAOCTABICHHE W pa3rpaHUUYCHHUE JOCTyNa KOHEYHOTO
nonb3oBarens (oneparopa APM) k anemMeHTaM, XpaHsAIINM IepCOHaIbHbIC JaHHbIE.

Anmvunuctparop UCIIIx obnagaeT cieayronmm ypoBHEM JOCTYIIAa U 3HAHUM:

o0JasaeT MoIHON HH(pOpPMAIEeH 0 CUCTEMHOM U MPUKIAIHOM HporpaMMHoM obecriedennn VC-

I11H;

- 00ya1aeT MoHOM nH(popManuei 0 TEXHUUECKuX cpeacTBax u koHpurypaun UCI/H;

- MEET JIOCTYI KO BCEM TEXHHYECKUM cpeacTBaM 00paboTku nHpopmanuu u gaHHbM CTT1H;

- o0najgaeT nmpaBaMu KOH(HUTYPUPOBAHMS M aJIMUHHCTPATHBHOW HACTPOWKH TEXHHYECKHX CPEICTB
UCII .

5.2. AaMMHHCTPATOP 0€30NMACHOCTH

AnmuHuCTpaTop 6€30MacHOCTH - coTpyaAHUK OV, OTBETCTBEHHBIN 3a (YHKIIMOHUPOBAHUE
C3I1/JH, BritOoyast 0oOCIy)KMBaHUE W HACTPOMKY aJMUHUCTPATHBHOM, CEpBEPHON M KIMEHTCKOU
KOMITOHEHT.

AnMUHHCTpaTOp 0€30MacHOCTH 00J1a/1aeT CAeIyIOIUM YPOBHEM JJOCTYIA ¥ 3HAHUM:

- obmanaet npaBamu Aamunuctpartopa UCIIIH;
- obnagaet nmomHoM uHpopmanueit 06 UCII/IH;

- IMeeT JOCTYI K CPEeACTBaM 3allUThl HHPOPMAIMH U MPOTOKOJIUPOBAHUS U K YaCTH KITFOYEBBIX
anemeHToB UCII/IH;

- HC UMCCT IIpaB J0CTYyIla K KOH(i)I/IprI/IpOBaHI/IIO TEXHUYCCKUX CPCIACTB CETH 3a HUCKIIIOYCHUEM
KOHTPOJIbHBIX (MHCTIEKIITMOHHBIX).
AnMuHHCTpATOp 0€30ITaCHOCTH YIIOJTHOMOYECH:
- peanu30BBIBATh MOJUTHUKY OE30MACHOCTH B YAaCTH HACTPOMKH CHUCTEMBI KOHTPOJIS 3aIlUTHI UH-
dopmanuu (CK3HM), MexCeTeBbIX 3KPAaHOB U CHCTEM OOHApYKCHHUS aTak, B COOTBETCTBUH C KOTOPBIMH
nosib3oBatens (Oneparop APM) nomydaet BO3MOKHOCTE paboTats ¢ anemernTamu UCII/IH;

= OCYHICCTBJIATL ayJUT CPCACTB 3alllUThI;
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- YCTaHaBJIMBAaTh JOBCPUTCIbHBIC OTHOMICHUS cBoOcH 3aH_[PIIlIeHHOI>'I CCTU C CCTAMU APYTUX IoApas-

NEJICHUM.

5.3. Omepatop APM

Onepatop APM - cotpynnuk OV, ocymectBisitonuii 0opadotky I[1J]In. O6pabotka I11n
BKITIOYAET: BO3MOKHOCTH mmpocmotpa [1/1H, pyunoii BBox 110 B cuctemy UCII/IH, dbopmupoBanue
CIIpaBOK U 0T4eTOB 1o MHpopmaruu, nonydeHHo uz UCIIxn. Onepatop HEe UMeeT MOJTHOMOYHI
JUTSI YIIpaBIieHUs ojcucTeMamu 00padbotku nanubix 1 C3I1/1H.

Oneparop UCIT/IH o6namaer caeayommM YPOBHEM A0CTyIa U 3HAHHN:

- 005a1aeT BceMU HEOOXOIMMBIMU aTpUOyTaMu (HarpuMep, mapoiieM), 00eCrneunBalOIIMMU JOCTYI

K HEKOTOpOMY ItoaAMHOKecTBY I1/1H;

IT/TH;

- pacnosaraer KOH(pUIECHIIMATbHBIMU JAaHHBIMU, K KOTOPBIM UMEET JAOCTYII.
5.4. AJIMMHHCTPATOP CeTH

AnMuHHCTpaTOp ceTu - coTpyaHUK OY, OTBETCTBEHHBIHN 3a (YHKIMOHUPOBAHUE TEIEKOM-
MyHUKaIIMOHHOM noacucremel UCIIJIH. AnMUHHUCTpATOp CETM HE MMEET IOJHOMOYMM Ul yrpaB-
JIeHUs noJcucreMaMy 00pabOTKH JaHHBIX M 0€30M1aCHOCTH.

AJMHMHHCTpPATOpP CETH 00Ia1aeT CIEAYIOIUM YPOBHEM JOCTYIA U 3HAHUI:

= 06J1a1[aeT 4aCTbIO I/IH(i)OpMaL[I/II/I O CUCTCMHOM U IMPHUKIAAHOM IIPpOrpaMMHOM obecneuenuu MC-

- 00ya1aeT YacThi0 HH(GOPMAIIMK O TEXHUIECKUX cpencTBax U koHpurypanuu UCI1/IH;
- uMmeeT (U3MYECKUIl TOCTYI K TEXHHYECKHM CpEJCTBaM 00pa0OTKH MHOOPMAIMH M CPEICTBaM

3aIlUTEL

IT/TH;

- 3HAET, 110 MEHbILIEH Mepe, OJTHO JIETaJTbHOE UMS JOCTYIIA.
5.5. Texnuueckuii cnenuaIucT Mo 00CIAYKUBAHUIO lepudepuiiHOro 060py10BaHUA

TexHUYeCKUH crenuamiucT mo oocmykuBanuio - corpyaauk OV (mwm UCIIH), ocymecTs-
Aol o0cnykuBaHHe M HacTpoilky mnepudepuitnoro obopymoBanus MCIIAn. Texuudeckwuii
CIEIHAJIMCT IO 00CIYKMBAaHUIO HE NMeeT AocTyna K [1JIH, He uMeeT MOJIHOMOYUH AJis yIpaBICHUS
MoJicuCTeMaM# 00pabOTKH JTaHHBIX M 0€30MaCHOCTH.

TexHuuyeckuil cnenuanaucT no OOCIYKMBAaHUIO O0JIaaeT CIEAYIOIIUM YPOBHEM JOCTYyINa U
3HAHUMU:

- obmagaeT yactbio MHGOPMAIMU O CUCTEMHOM U NMPUKIAAHOM IMporpaMMHoM obecneuenun NMC-

- o0nazaeT yacThio HH(GOPMAILIMU O TEXHUYECKUX cpeacTBax U KoHpurypaunu UCTI/IH;

- 3HaeT, 110 MEHbIIEeil Mepe, OTHO JIEraTbHOE UM JOCTYTIA.
5.6. IIporpammuct-paspadoruux UCIIIn

[IporpammucTbI-pazpaboTUnKu (MTOCTABIIMKK) MPUKIIATHOTO MPOrPAMMHOT0 00eCTIeueHUs
o0ecreynBaroT €ro CONpoBOXKJIEHHE Ha 3amuiaeMom oObekTe. K naHHON rpynme MOryT OTHO-
CUThCS Kak coTpyaHUuKH OV, Tak U COTPYAHUKU CTOPOHHUX OpraHU3aluil.

JIuuo sToM Kareropuu:

- obnagaet uadopmaimeit 06 aropurMax u nporpammax oopadotku unpopmanuu B UCII/IH;
- 00TajjaeT BO3MOXKHOCTSIMH BHECCHHUS OIIMOOK, HEICKIAPHPOBAHHBIX BO3MOXKHOCTEH, IMPOTrpaMM-

HBIX 3aKJIaJI0K, BPEJOHOCHBIX MporpaMM B mporpammuoe obecniedenne MCII/IH Ha cTtanuu ee pa3paboTkH,
BHEJIPEHUS U COTIPOBOXKACHUS;

- MOXKET pacrioyiarath Jto0bIMH (pparmenTamMu nHpopmaruu o tononorud MCII/IH n TexHHnIecKkux

cpenctBax oopadbotku u 3auuThl [1/1H, o6pabareiBaembix B MCIT/H.
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6. TpeOoBaHus K mepcoHANy N0 o0ecneyeHn o 3ammuThl [1/{n

Bce corpynuuku OV, sBistomuecs mnonb3oBatensiMu MCIIJIH, AOMKHBI 4ETKO 3HATh W
CTPOTO BBINOJHATH YCTAaHOBJICHHBIC MPaBWJIa U O0S3aHHOCTH IO JIOCTYITY K 3alMIAeMbIM O0BEK-
TaM U COOJIIOJICHUIO IPUHATOrO pexuma OezomnacHoctu I1/1H.

ITpu BeTymiieHUM B JOJKHOCTH HOBOI'O COTPYJHHMKA HEMOCPEICTBEHHBIM HadaabHUK IOJ-
paszieneHus, B KOTOpOe MOCTYNAeT COTPYAHUK, 00A3aH OpraHW30BaTh €ro O3HAKOMJIEHUE C JIOJIXK-
HOCTHOW WHCTPYKLIMEH U HEOOXOIMMBIMU JOKYMEHTAaMH, PErJIaMEHTHPYIOIIUMH TPeOOBaHHS II0
zamure [1/1H, a Takke 0OydeHre HaBbIKaM BBIITOJIHEHHS TPOLEAYP, HEOOXOAUMBIX JUIsl CAHKLIMOHU-
poBaHHOTO ucnosnb3zoBanus UCIH.

CoTpyIHHK JOJKEH ObITh O3HAKOMJIEH CO CBEJCHHMSIMU HacTosAwed IlonuTuku, npuHATHIX
npoueayp padotsr ¢ anementamu UCIu u C3I11H.

Cotpynnuku OY, ncnosb3yrole TEXHUYECKUE CPeICTBA ayTeHTU(UKALIUY, TOJIKHBI 00ec-
NIEYNBATh COXPAHHOCTh UACHTU(PHUKATOPOB (NIEKTPOHHBIX Kitoueil) u He nomyckatb HC/I k HuM, a
TakK K€ BO3MOXKHOCTh UX YTEPH WJIM MCIIOJIb30BaHUS TpeTbUMU JuLaMu. Iloibp3oBarenu HecyT nep-
COHAJIbHYIO OTBETCTBEHHOCTH 32 COXPAHHOCTb UACHTHU(PHKATOPOB.

Cotpynauku OY ODKHBI CII€0BaTh YCTAHOBIEHHBIM MPOLEAYPaM MOAAEPKAHUS PEXUMA
6e3onacuoctu 10 mpu BEIOOpE 1 MCIIOJIB30BAaHHUHU TTAPOJICH (€CIIM HE UCIOIb3YIOTCS TEXHUYECKHE
CpeacTBa ayTeHTU(HUKALINN).

Cotpynuuku OY noipKHBI 00eclieuynBaTh HAAJEKAIIYIO 3alIUTy 000pyAOBaHUs, OCTaBIIse-
Moro 0e3 MpUCMOTpa, OCOOEHHO B T€X CllydyasiX, KOrja B MOMEIICHUE UMEIOT JOCTYI TOCTOPOHHUE
muna. Bee nonp3oBaTenu JOKHBI 3HaTh TpeOoBaHus o 6e3onacHocTy [1JIH 1 npoueaypsl 3aiuTh
000pyI0BaHUs, OCTaBJIEHHOTO 0€3 MPUCMOTpPA, a TAKXKE CBOM 005A3aHHOCTH IO 00eCIeUeHUI0 TaKOH
3allUTHL.

CoTpynHHUKaM 3ampeliaeTcsi yCTaHaBJIMBaTh ITOCTOPOHHEE IPOrpaMMHOE OOecCleyYeHHUE,
MOJIKJIIOYATh JIMYHbIE MOOMJIbHBIE YCTPOWCTBA M HOCUTEIU MH(OpPMAINH, a TaK ke 3aliChbIBaTh Ha
HUX 3allMIIaeMyI0 HH()OpMALHIO.

CoTpyaHHKaM 3arpemaercs pas3riiamarh 3aluiaeMyr0 HHQOpMAIMIo, KOTopasl CTajla UM
U3BECTHA IIpU paboTe ¢ nHpopMalMOHHBIMU cucteMamu OV, TpeTbUM JIHLIAM.

[Tpu padote ¢ I1/Jn B UCII[IH cotpyauuku OY 00s3aHbl 00€CIEUnTh OTCYTCTBUE BO3MOXK-
HocTH nTpocMoTpa IIJIH TpeTbrMu nuuaMu ¢ MOHUTOPoB APM min TepMHUHAIOB.

[Tpu 3aBepuienuu padotel ¢ UCIIJIH coTpyaHuku 00s3anbl 3auTuTh APM 1 TepMuHaist
C TIOMOIIBIO OJIOKUPOBKU KIIFOYOM MIJIM SKBHBAJIEHTHOT'O CPEICTBA KOHTPOJIS, HAIPUMED, 1OCTYIIOM
IO MapOoJII0, €CIIU HE UCTIONB3YIOTCs 00JIee CUIIbHBIE CPE/ICTBA 3AIUTHI.

Cotpynauku OY 10mKHBI ObITh TPOUH(DOPMUPOBaHBI 00 Yrpo3ax HapylIeHUs pexxuMma 6e3-
onacHocti [IJIH m oTBeTcTBEHHOCTH 3a ero HapyueHue. OHM JOJIKHBI OBITh O3HAKOMIIEHBI C
YTBEPXKJICHHOH (hopMalIbHON MPOLEAYpOi HAJTOKEHUs TUCIUITIMHAPHBIX B3bICKAaHUI Ha COTPYIHU-
KOB, KOTOpbIE HAPYIIWJIN NPUHATHIE MOJIUTUKY U Mpoleaypsl 6ezonacHoctu [1/1H.

CotpynHuku 00s3aHbl 6€3 MpoMeUIeHUs] coo01aTh 000 BceX HAOII0AaeMBbIX WIH MOA03PH-
TenbHBIX ciayyasx padotel MCII/IH, Morymmx nosieyb 3a coboil yrpossl 6e3omacHoctu I1/1H, a
TaKXe O BBIABJICHHBIX UMM COOBITHSX, 3aTparuBaroiiux 6e3omnacHocts [1/IH, pyKOoBOACTBY moapas-
JICJIEHUS U JIUIlY, OTBEYAOIEMY 3a HEMEICHHOE pearipoBaHue Ha yrpo3sl 6e3onacHocty [1J1H.
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7.  JloxHOCTHBIE 00s13aHHOCTH NoJab3oBaTeneid UCIIn

JoimkHOCTHBIE 00s13aHHOCTH TToNTb3oBateseit UCIIJIH onucaHbl B CIIETYIONIUX TOKYMEHTAX:
- UHctpykuus anmunuctparopa 6ezonacnoctu MCIIH;
- Nuctpykius nons3oBarens UCI/H;
- NHCTpyKIUA MOab30BaTeNs MPU BOZHUKHOBEHUH BHEIITATHBIX CUTYALIH.
- MHCTpYKIMA 110 OPraHU3alyy apOJIbHOM 3alUTHI.
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8. OtBercTBeHHOCTH cOTpyAHNKOB UCIIH

B cootBercTBHM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 uross 2006
r. Ne 152-®3 «O mepcoHaJIbHBIX JaHHBIX» JIMIA, BUHOBHBIE B HapyIIEHUH TPEOOBAaHUI JaHHOTO
denepanbHOro 3aK0HA, HECYT IPaXKIAHCKYI0, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCIHUILIIMHAPHYIO
Y MHYIO IIPEYCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoi denepanni OTBETCTBEHHOCTb.

JeiictBytoiee 3akoHOAaTeNbcTBO PD mo3BossieT mpeansaBisTh TpeOOBaHUs MO obecreue-
HUIO 0e30macHOi paboThI ¢ 3amuInaeMol HHPOPMaUe U MpeaycMaTpUBaeT OTBETCTBEHHOCTD 32
HapylIEHUE YCTAaHOBJIEHHBIX IMpaBUJl JKcIulyatanuu OBM u cucrem, HempaBOMEpHBIM JOCTyH K
uHOPMALIUH, €CIH 3TU JACUCTBHUS MPUBEIU K YHHUTOXKCHUIO, OJIOKUPOBAHUIO, MOTU(DUKAIINA UH-
dbopmaruu win HapymeHuro padbotelt DBM unu ceteit (cratbu 272,273 n 274 YK POD).

Anmununctpatop MCII/IH 1 agmuHHCTpaTOop 0€30MacHOCTH HECYT OTBETCTBEHHOCTH 3a BCE
JICHCTBHUSI, COBEPIICHHbIE OT UMEHH UX YYETHBIX 3allMCEH WJIM CUCTEMHBIX YUETHBIX 3alUCEH, €ClIu
HE JT0Ka3aH (paKkT HECAaHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUS YUETHBIX 3aIHCEH.

IIpu napymenusix corpyanukamu OV - nonwizoBatensimu MCIIH mpaBui, cBsi3aHHBIX C
Oe3onacHocThio I1J[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIECHHYIO NEHCTBYIOIHMM 3aKOHOJA-
TenbcTBOM Poccuiickoit denepanum.

[IpuBeneHHbie BbIIe TPEOOBAHWS HOPMATHBHBIX JOKYMEHTOB IO 3alIuTe WH(OpMaIruu
JOJKHBI ObITh OTpaxkeHbl B [lonmoxenusx o monapazaeneHusix OV, oCyIIECTBISIIOIIMX 00pabOTKy
[111 8 UCITIH 1 TOJKHOCTHBIX MHCTPYKIUSAX COTPYyAHUKOB OVY.

HeoOxonumo Baectu B Ilonoxkenust o monapazaenenusix OV, ocyliecTBIsSIOMUX 00paboTKy
[11u1 8 UCIIH cBenenus 06 OTBETCTBEHHOCTH X PYKOBOJAUTENEH U COTPYIHUKOB 32 Pa3riiallleHue
Y HECaHKIMOHHPOBaHHYIO MoauduKanuo (uckaxenue, ¢panscudukanuto) [1/1H, a Taxke 3a Henpa-
BOMEPHOE BMEILATENBCTBO B IPOLIECCHI UX aBTOMATU3UPOBAHHON 00pabOTKH.
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9. Chnmcok ucnojb30BaHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMU M METOJUYECKHUMH JOKYMEHTaMH, Ha KOTOPBIX Oa3u-
pyercs Hactosiuiee [lonoxenue, ABIAOTCA:

1. ®enepanbupiii 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHaNbHBIX JTaHHBIX» (lanee —
@3 «O nepcoHaNBHBIX JAHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIC IPHHLIUIIBI U YCIOBHS 00paObOTKU
[T/, npaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX C 00pabOTKOM
ITJ1H.

2. IlocranoBneHue [IpaBuTenncTBa P® oT 01.11.2012 No 1119
«O0 yTBepkIeHIH TPeOOBAaHUI K 3alUTE MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTke B MH(OpMa-
[IUOHHBIX CUCTEMAaX MEPCOHANBHBIX JTaHHBIX).

3. «Ilopsanok npoBeaeHus Kiaaccu(puKaui WHHOPMAIIMOHHBIX CHCTEM IEPCOHANbHBIX J1aH-
HBIX», YTBepxkIAeHHbIM coBMECTHBIM [Ipukazom @CTIK Poccun Ne 55, ®Ch Poccuun Ne 86 u Mu-
HuHpOpMeBs3u PO Ne 20 ot 13.02.2008 T.

4. «Ilonoxxenne 06 0COOEHHOCTSX OOpPaOOTKM MEPCOHATBHBIX JAHHBIX, OCYIIECTBIISICMOM
0€3 MCIOJB30BaHUsl CPEJCTB aBTOMATHU3allMN», yTBepxkaeHHoe lloctanoBnenueM IlpaButenbcrBa
P® ot 15.09.2008 r. Ne 687.

5. «TpeboBaHusi K MaTepUaIbHBIM HOCHTEISIM OMOMETPUYECKHX MEPCOHATBHBIX TAaHHBIX U
TEXHOJIOTHSIM XPaHEHUs TAaKUX JAHHBIX BHE MH(POPMAIIMOHHBIX CHUCTEM MEPCOHAIBHBIX JaHHBIX»,
yrBepxaeHHble [loctanoBieHueM IlpasurensctBa PO ot 06.07.2008 r. Ne 512.

6. HopmaTtuBHO-MeTOAMUECKHE TOKYMEHTH DenepanbHON CIyXKObl MO TEXHHUYECKOMY H
sKcrepTHOMY KOHTpoito Poccuiickoit denepanun (nanee - ®CTOK Poccun) no odbecneuenuro 0e3-
onacHoctH [1JIn npu ux o6padorke B UCII/IH:

7. PekoMeHIanuu 1mo oOecreueHno Oe30MacHOCTH MEePCOHATBHBIX JaHHBIX TPU UX 00pa-
00Tke B MH(GOPMAIIMOHHBIX CUCTEMAaxX MEPCOHANBHBIX JAaHHBIX, YTB. 3am. nupektopa ®CTOK Poc-
cun 15.02.08 r. (J11st ciryke0HOr0 O0JIh30BaHMUA).

8. OcHOBHBIE MEPOTIPUSATHUS 110 OPTaHU3AINH U TEXHUYECKOMY 00eCIeYeHHI0 Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX, 00pa0daThIBaéMbIX B HH()OPMAIIMOHHBIX CHCTEMaX MEePCOHAIBHBIX TaHHBIX,
y1B. 3am. nupektopa ®CTIK Poccun 15.02.08 r. (s ciykeOHOT0 MOIb30BaHUS).

9. bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B WH-
(opMalMOHHBIX CUCTEMaX MEePCOHANBHBIX TaHHBIX, YTB. 3aM. aupekTopa ®CTOK Poccun 15.02.08
r. (JI71st cy»ke6HOro mOIb30BaHMUs).

10. Metoauka orpeJieieHus] akTyadbHbIX YIpo3 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX MPH
ux 00paboTke B HMH(MOPMALMOHHBIX CHCTEMaxX IEPCOHANbHBIX JaHHBIX, YTB. 3aM. JUpEKTOpa
OCTIK Poccun 15.02.08 T. (Motst CIIy’)keOHOTO MOJIb30BAHUS).
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[punoxenne 1 . Knaccudpukanus MCI1/n

No [Tnan - nepeyeHb TEXHUUYECKUX MEPOIPUATHIA 110 00eCTIeYeHUI0 0€30MacHOCTH NCTIn xnacca | UCIIdn xnacca | UCIT[IH knacca
NCILJ K3 K2 K1
| B nozpcucreme ynpasieHus JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOATUHHOCTH CyOBEKTOB 10CTYyIA IIPU
1 Bx0ji¢ B onepanuonnyto cuctemy MCII/Ixn mo mapoito ycioBHO-TIOCTOSIHHOTO JIei- + + +
CTBHSL, JUIMHON HE MeHee 1IeCTH OyKBEHHO-IIM(PPOBBIX CUMBOJIOB;
PeanuzoBaTh HIeHTU(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB o0padoTku I1/1H,
2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHAIOB CBsI3U, BHEIIHUX ycTpoiicTB MCIIIH mo ux - + +
JIOTMYECKUM HMEHaM (aJpecam, HoMepam);
3 Peg.J'II/ISOBaTE; UICHTU(QUKALHIO TPOrpaMM, TOMOB, KaTaJIoroB, (haiiioB, 3anuceii, mo- i + +
JIeil 3anucel o UMeHaM;
4 PeanuzoBaTh KOHTPOJIb 10CTYyTA CYObEKTOB K 3aILUIIAEMbIM pecypcaM B COOTBET- i + +
CTBUU C MaTpHIIEH JocTyna,
npu Haymuuu noakroueHuss MCIIIH k ceTsM o011ero moiab30BaHus TOJDKHO TIPUMeE- He umxe 5-ro He mmxe 4-ro He anxe 3-ro
) HATBHCS MEXKCETEBOE SKPAaHUPOBAHUE. YpOBHS 3allli- | YPOBHS 3alllM- | YpOBHS 3allu-
IICHHOCTH IICHHOCTH IICHHOCTH
Jns obecrieuenust 6ezonacHoro MexcereBoro B3aumoseiictsust B UCII/Ix nns pas- He amxe 5-ro | He mmxe 4-ro | He Hmxe 3-ro
6 HBIX KJIACCOB HEOOXO/IMMO HCIOJIb30BaTh MO YPOBHs YPOBHS YPOBHS
3alIMIIEHHOCTH | 3alMIIEHHOCTH | 3aIlllMIIEHHOCTH
I CpeICTBO 3alIMThI OT IPOrpaMMHO-MaTeMaTndyeckux Bo3aencTauii (IIMB):
PeanuzoBaTh naeHTU(UKALMIO U ayTeHTU(PUKALNIO CYOBbEKTOB JI0OCTYIa IPU BXOJIE B
CPEJICTBO 3aIlUThI OT MPOrpaMMHO-MaTeMaTuueckux Bo3aericteuii (IIMB) u nepen
1 BBINOJIHEHHEM UMM JIFOOBIX Olepaluii Mo yIpaBieHNIo (PYHKIMSIMHU CPEACTBA 3alllH- + + +

T 0T [IMB 1o naposmio (Miau ¢ UCIoJIb30BaHNEM MHOTO MEXaHU3Ma ayTeHTH(pUKa-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IeCTH OyKBEHHO-
1IM(POBBIX CHMBOJIOB;
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OcymiecTBISTh KOHTPOJIb JIFOOBIX ICUCTBUI CyOBEKTOB JOCTYIIA MO YIIPABICHUIO
bynkuusamMu cpenctsa 3amuThl oT IIMB TonbKO mocne npoBeeHns ero yCuenHon
ayTeHTU(UKaINH;

[TpemycMOTpeTh MEXaHU3MBbI OJIOKHMPOBAHMS TOCTYTA K CpeACTBaM 3amuTthl oT [IMB
IIPHU BBINOJHEHNUN YCTAHABIMBAEMOI'O YMCJIA HEYJAUHbIX IOMBITOK BBOJIA MTAPOJIS;

Heo6xonumo mpoBoIuTh HAEHTU(UKALMIO (PANIOB, KATaJIOrOB, IPOrPAMMHBIX MO-
JlyJIel, BHEIIHUX YCTPOMCTB, UCIIOJIb3YEMBIX CPEeACTB 3auThl oT IIMB;

B noacucreme perucrpanuu u ydera:

OcCymiecTBIATh PErUCTPAIMIO BX0/a (BBIX0/1a) CyOBEKTa JOCTyIA B CUCTEMY (U3 CH-
CTEMBI), JINOO PErUCTPALIUIO 3arPy3KU M WHUIIMATHU3AIUN ONIEPAIMOHHON CHCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIXo/1a U3 CHCTEMBI I OCTaHOBA HE
MIPOBOAMTCS B MOMEHTHI annapaTtypHoro oTkiatodenust UCII/{n. B mapamerpax peru-
CTpaIlH YKa3bIBAIOTCS JIaTa U BpeMs BXOJa (BbIX0a) CyObEKTa JOCTyIa B CUCTEMY
(M3 crcTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yUeT BCEX 3aIIUIIAEMbIX HOCHTENECH HHPOPMALIMU C TOMOIIBIO UX JIF000M
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KYpHaJ (YUETHYIO KapTOUKY);

[TpoBOIUTH peTUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, perucrpanuto 3arpy3Ki 1 HHULUAIU3ALUH 3TOTO CPEACTBA U €€ MPOTPaMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/Aa/BbIX0/1a
cyObeKkTa jocTyna B cpecTBO 3amuThl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpef-
CTBa, a TAaKXKe HIEHTU(UKATOP CyOBEKTa AOCTYIA, MHUIIUMPOBABLIETO TaHHBIE JCH-
CTBUS;

[TpoBoaMTH perucTpanuio coobITUl npoBepku 1 oOHapyxeHus [IMB. B napamerpax
perucTpalmy yKa3blBalOTCS BpeMs U JjaTa IpoBepku win obHapyxenus [IMB, nnen-
TU(UKaTOp CyOBEKTa AOCTYIA, MHUIMUPOBABILIETO JJAHHBIE JEHCTBUS, XapaKTep BbI-
HOJHAEMbIX AEUCTBHH MO MPpOBEpKe, THIl 0OHAPYKEHHON BPEJOHOCHOM MPOrpaMMbl

(BII), pesynpraT nefcTBUil cpeacTna 3auThl o 6aokuposanuio [IMB;

[IpoBOIUTH pErucTpanuio COOBITHI MO BHEAPEHUIO B CpeaACTBO 3anuThl oT [IMB ma-
KETOB OOHOBJICHUH. B mapaMeTpax peructpaiuu yKa3blBalOTCs BpeMs U 1aTa OOHOB-
JIEHUs, UACHTU(UKATOP CYOBEKTa TOCTYIA, MHUIIMUPOBABIIIETO TAHHOE JICUCTBUE
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BEpCHsl U KOHTPOJIbHAsS cCyMMa MaKeTa OOHOBJICHUS;

[TpoBOIUTH perucTpaiuio cOObITUI 3ayCcKa/3aBepIieHus paboThl MOAYJIEH CpecTBa
zamuTe! oT [IMB. B mapamerpax perucrpannu yka3slBaloTCs BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HISHTH(PHUKATOP CyObEKTa JOCTY-
1a, MTHUIMHUPOBABILETO JAHHOE JICHCTBUE, PE3yIbTaT 3aIlycKa/3aBepuieHus: paboThI;

JIOJKHA TIPOBOAMTHCS PErUCTPALlUs COOBITHIA yIIpaBlIeHHs CyOBEKTOM J0CTYIa
bynkuusamu cpenctsa 3amuThl oT [IMB. B napamerpax perucrpanuu ykas3slBaroTCs
BpeMs U J1aTa COOBITUS YIIPaBICHHS KOKI0H QYHKIUEH, HASHTH(PHUKATOP U CIICIU-
dukanus GyHKIMH, HASHTUPUKATOP CyObEKTa A0CTYMA, MHUIIMMPOBABIIETO JaHHOE
JICCTBHE, PE3YJIbTAT ICHCTBHS;

[TpoBoAMTH perucTpanuio COObITUM MOMBITOK JOCTYyMA MPOrPAMMHBIX CPEICTB K MO-
IyJsiM cpencTsa 3amuThl oT IIMB win cnenuansHbeiM JoBymkaM. B napamerpax pe-
THECTPALMU YKA3bIBAIOTCS BPEMsI U JaTa MONBITKU JOCTYIA, HACHTH(PHUKATOP MOTYJIS,
UAECHTUPUKATOP U crienuuKaIys Moays cpeacTsa 3amuTel oT [IMB (cnenuanbsHoOR
JIOBYIIKH), PE3yJIbTAT MOMNBITKYU JIOCTYNA;

[TpoBOIUTH perucTpaimio COOBITHI OTKaTa i cpeacTBa 3anmuThl oT [IMB. B mapa-
METpax PEerucTpaiuy YKa3pIBalOTCS BPEMS U JIaTa COOBITUS OTKATa, CIICIU(UKAIIHS
NeiCTBUI OTKaTa, HIeHTU(PUKATOP CyOBEKTa AOCTYIa, HHUIIMUPOBABIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICHCTBUS;

10

ObecneunTs 3aUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS UM MOAU(PUKALUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKPALLCHUS
OTBEJECHHBIX ITOJ] HUX PECYPCOB;

12

PeanuzoBaTh MeXaHU3MBI IPOCMOTPA U aHAJIW3a JAaHHBIX PErMCTPALK U UX (PUITb-
TpaLUU 110 33laHHOMY Habopy MapaMeTpoB;

13

[TpoBOIUTH aBTOMAaTHYECKUI HETIPEPHIBHBII MOHUTOPHHT COOBITHI, KOTOPHIE MOT'YT
ABIATHCA puunHON peanusauuu [IMB (co3nanue, pegaktupoBanue, 3aIUCh, KOMITH-
JSIMsE 0OBEKTOB, KOTOpbIe MOTYT coziepkathb BIT).
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14

PeanuzoBath MexaHM3M aBTOMAaTHYECKOTO aHAIN3a JAHHBIX PETUCTPALIUU O 11abio-
HaM THIOBBIX TposiBiieHU# [IMB ¢ aBTomMaTHueckuM UxX OJOKMPOBAHUEM H YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BHJIOB yueTa (AyOJUPYIOIINX) C perucTpanueil Boiiaun (pu-
eMa) HocuTenel naopmanuu;

16

OcCyIIecTBISATh PETUCTPAINIO BXOa (BBIX0a) CYOBEKTOB IOCTYIA B CHCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPALlUS 3arPY3KH U MHUIUAIU3AINH ONIEPalliOHHON CHCTEMBI.

17

OcylecTBISATh PErUCTPALMIO BBIJAUH MeYaTHBIX (rpaduiyecknx) JOKYMEHTOB Ha
«TBEPAYIO» KOMHUI0. B mapamerpax perucrpainuu ykasblBatOTCs (1aTa U BpeMs Bbi1a-
4y (oOpalleHus K MOJACUCTEME BBIBOA), CHICIIM(PUKAIUS YCTPOUCTBA BbIIaYH — JIOTH-
Yyeckoe uMs (HOMEp) BHEIIIHETO YCTPOUCTBA, KPATKOE Co/iep kaHue (HAMMEHOBaHUE,
BUJ, WU(P, KOI) U YPOBEHb KOHPHUACHIIMATBHOCTH TOKYMEHTa, UACHTU(DUKATOD
cy0bBeKTa JI0CTyna, 3alpOCHBIIETO TOKYMEHT;

18

OcymiecTBIATh PErucTpaltio 3arycka (3aBeplieHts ) IporpaMM M MpoLeccoB (3a1a-
HUH, 3a/1a4), IPeTHA3HAYCHHBIX JIJIs1 00pabOTKH 3amminaemMbIx ¢aiios. B mapamer-
pax perucTpaluy yKa3blBaroTcs JaTa U Bpems 3aiycka, uMs (UIeHTU(UKaTop) npo-
rpamMMBblI (TIporecca, 3a1aHus), HACHTU(DUKATOP CyOBEKTa JOCTYIA, 3aIIPOCUBIIIETO
nporpaMmmy (Iporiecc, 3alaHue), pe3ysbTaT 3ammycka (yCIlenHbli, HeyCHeH bl — He-
CaHKLIMOHUPOBAHHBIN),

19

OCyIIECTBIIATh PETUCTPAIIHIO IMOMBITOK JOCTYIIa TPOTPAMMHBIX CPEJICTB (TIpOoTpamm,
MIPOILIECCOB, 3aj1a4, 3aJJaHui) K 3auIacMbiM (aiinam. B mapamerpax perucrpamuu
YKa3bIBAIOTCS J]aTa M BPEMsI TOMBITKY JOCTYTA K 3aluiaeMomy (aility ¢ ykazaHnuem
ee pesynbTara (ycrerrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTUPHUKATOP
cyOBeKTa 1ocTymna, crenudukaius 3anmuinaemMoro daima;
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20

OCyIIEeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTIOJHUTENBHBIM 3alIMIaeMbIM O0BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITBIOTE-
pam, y3iam cetu MCII/{H, muausM (KaHajgam) CBSI3HM, BHEIITHUM YCTPOUCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtanoram, (aiiinam, 3anucsaM, moJsM 3anucei. B
napameTpax perucTpalry yKa3blBarOTCA JaTa U BpeMs NOMBITKU JOCTYyNA K 3allUIIa-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysbTaTa (yCIelIHas, HeyCIeIHas — HECaHKIIHO-
HUPOBaHHAas), UIEHTU(PUKATOP CyObEeKTa IOCTyNa, crieurpuKaIys 3auI@aeMoro
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTENEH HHPOPMALIMU ¢ IOMOILBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B XKypHaJI (YUYETHYIO KAPTOUKY);

22

OcymiecTBIATh OYUCTKY (0OHYJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTen
OTIEPATUBHOM NMaMSITH KOMITBIOTEPOB U BHEITHUX HaKonuTesei. OuncTka ocyIiecTB-
JSIETCSl OTHOKPATHOW TPOU3BOJIBHOM 3aITMCHI0 B OCBOOOXKJaEMYI0 00JIaCTh aMSITH,
paHee UCIIOIb30BaHHYIO U1l XPAaHEHUS 3aIMIIaeMBbIX TaHHBIX ((aiinoB, HHPpOpMa-
LK),

B noacucreme obecredyeHus EITOCTHOCTH

O06ecneunTh LENTOCTHOCTh MIPOrPaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEeU3MEHHOCTb ITPOrpaMMHOI cpelibl. IIpu 3TOM LIeNOCTHOCTh CPECTB 3alUThI
IPOBEPSIETCS MPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1e1oCTHOCTh MPOrpaMMHOI cpe/ibl 00eCTIeYMBAETCsl OTCYTCTBHEM B
WCTI/In cpencTs pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HocuTenei napopma-
1[UM), IpelyCMaTPUBAIOLIYI0 KOHTPoJIb AocTyma B nomenieHus: MCII /11 noctopos-
HUX JIALI, HAJIMYUE HAIEKHBIX NIPEMATCTBUM 1JI1 HECAHKIIUOHUPOBAHHOIO IPOHUKHO-
BeHus B nomenieHust MCIIJIn u xpanunuie HocuTenel nHdopmanuu;

[TpoBoauTh nepuonnveckoe rectupoanue pynkuuit C3I1AH npu u3MeHeHuu npo-
rpaMMHO# cpeabl U nnepconana MCITIH ¢ moMonipio TeCT-MporpaMm, UMUTHPYIOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, nmpeaycmaTpuBaromye
BEJICHHUE JIBYX KOMUN MPOTPaMMHBIX CPEJICTB 3AIUTHI HHPOPMALIUU, UX TIEPHOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJYJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-
JTUMBIX JIJIS1 €T0 KOPPEKTHOTO (DYHKIIMOHUPOBAHUS, TP €T0 3arpy3Ke C HUCIIOIh30Ba-
HUEM KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpecTBa 3amuThl oT [IIMB, npexycmar-
pHUBaroias BEICHNE ABYX KOIMI IPOrpaMMHOIO CPEICTB 3aIUTHI, €r0 NepUoJudc-
CKO€ OOHOBIICHUE ¥ KOHTPOJIb pab0TOCTIOCOOHOCTH;

PeannzoBaTh MEXaHU3MbI IPOBEPKH LIEIOCTHOCTH MTAKETOB OOHOBJIEHUH Cpe/ICTBa
3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOe konupoBanue [1/[H Ha oTyy)k1aeMble HOCUTENN HHPOPMALIUH;

B nojcucremMe aHTHBUPYCHOM 3aIUTHI:

IIpoBOaMTE aBTOMATUUYECKYIO ITPpOBEepKY Ha Hanuuue BII wiu nocneacreuii [IMB
npu umnopre B UCII/IH Bcex mporpaMMHBIX Moty el (MPUKIIaJAHBIX IPOTPaMM), KO-
TOpble MOTYT cofiepxaTh BII, mo ux THmoBbIM 111a0JI0HaM U C IOMOIIBIO IBPUCTUY -
CKOI'0 aHAJIN3a;

Peann3oBaTh MEXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my-
TEM UX yJaJICHUA U3 IPOrPaMMHBIX MOIYJIEH UM YHUYTOXKCHUS;

PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/]H o [IMB u ¢
yCTaHaBJIMBAaEMOU NMEPUOINYHOCTHIO) MPOBEPKA Ha IpeaMeT Hanuus B HuX BII;

JomxHa nHunmupoBathes aBromarnyeckas npoepka UCII/IH Ha npeaMer Hanuyus
BII npu BeisiBnenuu ¢axra [IMB;

Peanu3oBarh MEXaHU3M OTKaTa JJI1 YCTaHABIMBAEMOIO YUCa ONEepalui yAAICHUs
BII u3 onepatnBHOI WM TOCTOSIHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U NPH-
KJIaJHBIX [TPOrpaMM UJIM IPOrPaMMHBIX CPEICTB, coaepkammx Bl

Hononunrensno B UCII/IH noikeH NpOBOINUTHCSA HENIPEPBIBHBIA aBTOMATHYECKHI
MOHHUTOPHHT HH(OPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 11elbI0 BbisiBIeHUs BII.

VI

KonTponas orcyrersus H/IB B 110 C31
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Jnst mporpaMMHOT0 0o0ecriedeHus1, UCIOJIb3yeMoro npu 3amurte nHopmaruu B UC-
[T1u (cpenct 3amuTsl HHPpOpManuu — C3M, B TOM 4uCIie ¥ BCTPOCHHBIX B 00IECH-
CTEMHOE U MpUKIIagHoe nporpammuoe obecnieuenue — [10), nomken ObITh 00ecnieueH
COOTBETCTBYIOIINI YpPOBEHb KOHTPOJI OTCcyTcTBUS B HeM H/IB (He nexnapupoBan-
HBIX BO3MOXKHOCTEH).

VIl

Oo6napyxenue Bropxkennii B UCI1J{H

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIM IPOTPAMMHO-AIIAPATHBIX CPEICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CHCTEMbI OOHAPYKEHUS CETEBBIX aTakK,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3A

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
MCIOJIb3YIONINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BbISIBJICHUS aHOMAJIUN

VIl

3amura UCIT/Ir ot [IDMUH

Jlist 06paboTku nHpOopManuu HeoOXo Mo uctoiib3oBath CBT, ynoBierBopstomniye
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOM COBME-
CTUMOCTH, 10 0€30MTaCHOCTH ¥ YPrOHOMUYECKUM TPEeOOBaHUAM K CPEJICTBAM OTOO-
pakeHus HH(GOpPMALIUMH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUICOIUC-
wieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Ornenka coorBerctBust MCIIH TpeboBanmsm 6e3omacuocta [1/10

[TpoBectn 00s13aTeNbHYIO CepTU(UKALIUIO (aTTeCTAIMIO) [0 TpeOOBaHUAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALUIO) IO
TpeboBaHUsIM Oe30macHoCTH MH(popMaluu (M0 PEHICHUIO ONlepaTopa);

[Tpumeuanune: dns UCII/IH 4-ro kiacca nepeyeHb mMepornpusaTuii mo 3amute [1J[H onpenensiercs B 3aBUCUMOCTH OT yuiepOa, KOTOPBIA MOKET

OBITH HAaHECEH BCJICACTBUEC HECCAHKIIMOHUPOBAHHOI'O UJIM HETIPECAHAMEPCHHOI'O JOCTYIIA K HHH




[punoxenune 2. Yposuu 3anmmernoctd UCITIx (CornacHo HoBoMy noctanoBienuto [IpasutensctBa PO ot 01.11.2012 N 1119 «O6 yTBepxaeHun
TpeOOBaHUH K 3alllUTe IEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMaX NEPCOHAIBHBIX JAHHBIX»).

V31 |V32 |V33 |V3 4

TpeboBanus k 3aumre [1/1H \ YpoBeHb 3amuIeHHOCTH

Opranuzanus pexuma odecriedeHns 6e30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MelieHa HH(POpMaIMOHHAs CHU- + + + +
cTeMa, IPEMSITCTBYIOIIEr0 BO3MOXXHOCTH HEKOHTPOJIMPYEMOTO IIPOHUKHOBEHHSI MM TIPEOBIBAaHUS B 3TUX ITOMEIIe-
HUSIX JIML, HE UMEIOIUX TpaBa J0CTYIa B 3TH OMEIICHUS.

OO0ecnieyeHrEe COXPAaHHOCTH HOCUTEJICH MEPCOHATBHBIX JaHHBIX. + + + +

YTBepxkaeHue pykopoauteneM omnepatopa [1JIH qokyMeHTa, onpeeNsfoiero nepeueHsp JHIl, JOCTYI KOTOPhIX K + + + +
MIEPCOHATBHBIM JIaHHBIM, 00pabaThIBaeMbIM B HH(OPMAIIMOHHON CUCTEME, HEOOXO MM JIJISl BBITOJIHCHUS UMHU
CILy’keOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

9¢

Hcnonp3oBanue cpeicTB 3aUTH HHPOPMALIH, IPOLISIIINX MIPOLEAYPY OIICHKH COOTBETCTBUS TpEOOBaHMsIM 3a- | + + + +
KoHozarenbcTBa Poccuiickoit @enepanuu B 001actu obecrieyeHus: 6e30nacHOCTH HHPOPMaLIUK, B Cilydae, Korjaa
NPUMEHEHHE TAKUX CPEICTB HEOOXOIMMO JJIsl HEUTPATU3aIMK aKTyalbHbIX yIpo3.

Heo6xoauMocTh Ha3Hau€HMs! TOJHKHOCTHOTO JIHLa (paOOTHHKA), OTBETCTBEHHOI'O 3a o0ecrieyeHne 0e30macHOoCTH +
NIEPCOHAIBHBIX JaHHBIX B MH(OPMAIIMOHHOMN CHCTEME.

B03MO0OKHOCTB JTOCTyIA K COAEPIKAHUIO MIEKTPOHHOTO JKypHaIa COOOIEHUH HCKITIOUNTENBHO JUIS JOKHOCTHBIX +
a1 (paGOTHHUKOB) ONEPATOPA WM YIIOJIHOMOYEHHOTO JINI[A, KOTOPBIM CBEAEHUS, COAEpIKaIIiecs B YKa3aHHOM
KypHase, He0OXOAUMBI JJIsl BBIITOJHEHHSI CITY)KEOHBIX (TPYJIOBbIX) 00513aHHOCTEM.

ABTOMaTHUYECKas PETUCTPALIMS B SJICKTPOHHOM KypHasie 6€30MacHOCTH U3MEHEHHUS TIOJITHOMOYHUH COTPYAHHUKA +
oreparopa 1o JOCTYNy K MEPCOHATBHBIM JaHHBIM, COACPKANTUMCS B UHPOPMAIIMOHHOMN CHCTEME.

Coznanue CTpyKTYPHOTO MO/Ipa3IesieHts, OTBETCTBEHHOTO 3a o0ecrneueHue 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX | +
B HH(OPMAIIMOHHOM CUCTEME, TNOO0 BO3JIOKEHUE HA OJTHO U3 CTPYKTYPHBIX MOIpa3aeieHui (yHKIUI 1o odecrie-
YEHUIO TaKOW O€30MaCHOCTH.
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